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Certificate Enrollment Guide
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CERTIFICATE ENROLLMENT

ONLINE APPLICATION

1 - SELECT PRODUCT

Select “PersonalSign 3 Pro” and click Next.

o GlobalSign. Technizsl Support Center
TEL | US +1 &7 775 4552 | EMEA +32 16 891500 | UK +44 1622 TE6TER

Product Selection

3 ProductDetails 3 Certificate Identity Details 33 Subscriber Details %
Payment 3 Confirm Details

Product Details

Personal Sign Digital IDs
g 2, amiryst amat, suihanists f2 aning ressurses and digiely 3ign D dorumtnts

SpnalSign 2 Pro

2 — DEFINE THE PRODUCT DETAILS

Select the validity period of the Certificate you wish to purchase and enter you promotional code as applicable
in the campaign or coupon code field.

By default the Digital Certificate Generation method is set for GlobalSign to generate the keys for you. Should
you wish to apply using your own CSR, untick the box.

o GlobalSign. Technical Support Center
TEL | US +1 877 775 4532 | EMEA 32 10 831300 | UK +44 1622 728785

Certificate Application

Product Category 23 [JELIREVEENE )  Certificate Identity Details 3  Subscriber Details 33
Payment 3 Confirm Details

Product Details - PersonalSign 3 Pro

Certificate Validity szcur=s
WS 0T LIGRGEN: PAT BT TRVInGE

Campaign Code
Coupon Code
 Azey T
Digital Certificate Generation [Flves, let GlobalSign generate the private and public keys required to
genarate the and certificate
TOTAL COST e Tex) £99

TR ST




3 — COMPLETE THE CERTIFICATE IDENTITY DETAILS

Please complete the information as required and establish a Pick-up Password which will be required to install
the Certificate post review and approval by GlobalSign. Please note that an Approval email will be delivered to
the email address specified in the Certificate identity details, you should ensure that this address can receive
email.

o GlobalSign. Teshnical Support Center
TEL | US +1 877 775 4562 | EMER +32 18 891900 | UK +#4 1 5

Certificate Application
e

Product Category 3 Product Details ) [SEgiEEEgBEREBRREEIE 3  Subscriber Details 3

Payment 3» Confirm Details

Certificate Identity Details
The Certificate Identity Details will be vetted and included as the Subscriber identity within the issued Certificate.
Make sure the details entered are comect - we will vet the details included.

Your Name rzzures ohn Smith
Organization secur

Locality opsens

$tate or Provinee ostons

Country semrss

Email Address Rz mailinfo@globalsign.com
For sepurity reasons, please specify a password that will be required to refease your PersonalSignd digital cetificate ence its been approved.
WARNING: you must remember this password in order to install your digital certificate.

Forgotten passwords will require that the order be eancelled and resubmitted

Pickup Password mszures

Pickup Password [re-enter] mezurss

4 — ENTER THE SUBSCRIBER DETAILS

o GlobalSign. Techniosl Support Center
TEL | US +1 677 775 4562 | EMEA +32 16 631500 | UK +44 1822 768780

Certificate Application

Product Category 3 Product Details 3  Certificate Identity Details 3 [EILESLIDIEENE D
Payment 33 Confirm Details

Subscriber Details
Plesse supply additional contact information about the parson which the Certificate will be issusd to

First Name Rzzurss John
Last Name mezures Smith
Phone Number secr=s 01622 786 768
Email Address Remres mailinfo@globalsign.com
= e = e sooness i o e e som e Erocess
Organization Name secures GlobalSign
Department Marketing
Street Address 1 resuns Springfield House
Street Address 2
ity Razures Maidstone
State / County mzgurea Kent
Zip I Postal Code rzaure ME142LP
Country rezures |united Kingdom - GB [=]

O ST




5 - ADVISE PAYMENT DETAILS

o GlobalSign. Technical Supoort Center
TEL | US +1 877 775 4582 | EMEA +32 16 31500 | UK -84 1622 T

Certificate Application
e S

Category 3 ProductDetails 3 Cerfificate Identity Details 3> Subscriber Deta
» Confirm Details

Payment Details

Purchase Order Number

Fayment Hethod ® Credit Card
Credit Card Details & Billing Address.

eal—5] =

Enter the First Name (or inffs) and Last Nam exsctly a5 Written on your Gredit Gard
Enter the card holder's Address, City, Zip/Postsl Code, State, snd Country =5 detsiied on your Credit Card ststement

First Name or Initials mszurss John
Last Name Rezures

Card Type smurss

2 American Express
Card Humber rezures 122458785910

Card Expiration Date sz

Card Validation Number szcres

Statement Street Addrass aszures Sandling Rasd

Statement City mszursa Widstone

Statement Zip / Postal Code mesrss METe2LP

Statement Country szzurs United Kingdem - GB =
Others

special Instructions -

or csountprovessing

5 - REVIEW YOUR ORDER

Review the details of you order (if you wish to make changes, click the Back button). Once you have
read the subscriber agreement, tick the box to agree, and click Next to continue.

PersonalSign Subscriber Agreement

Globalsign Subscriber Agreement for Personzliign Cersificaves (EMER] B

Versiom 1.5
FLEASE READ THIS AGREEMENT CAREFULLY EEFCRE USING THE DIGITAL CERTIFICATE ISSUED E

This GlobalSign Pe; 13 iber Agreement ("Ag } iz effective =
Glekalfign CP3 i insorporated by refecsnce hersse and iz availible as wne.gleba

1. Definizions

Digical Cersificace

ot se dava ing of 2 Public Key, idenvifying informas

Cerzifizaze Bevosaviom Lisz ("CRL7)
2 collection of ie dats

revoked Digita

Certification Zuthority ("CA")
Globallign or an enrity which iz cervified by Globalfign o issue Digival Cazeif

Digizal Jigmazure
Information encrypted with a Frivate Key which iz sppended o clectronic data to

Erivate Eey
% mathemacical key which is kept privace to the owner and which is used To creat

Fublic Eay

& mathemazical key which iz availsble publicly and which iz used te verify Digiz

Secure Server Hiezarchy
E) ] v
| AGREE TO THE SUBSGRIBER AGREEMENT




You have completed your online application. Please make a note of your order number for any
communications with the GlobalSign team, and record the certificate Pick-up password you
established in step 3. You will need it to install your Certificate after your order has been approved.

o GlobalSign. Technicsl Support Center
TEL | US +1 77 77 | EMEA +12 | UK +44

Certificate Application

) 2. Completed
Application Almost Completed
Thank you for completing the first part of your application. We recommend you print this information for your recor will shorthy

send a confirmation email from no_rephy@gh i m containing this information, however should you not receive the email
and nead to contact the Technical Support team, you will need your Order Number,

Order Number PC201103037034

IMPORTANT: What you need to do to complete the Application
EJ Print this page and check each item as you complete it.

Completed? | Next Actions

STEP ONE

An automated Approval Email will be sent to the Email Ac in your certificate.
You must be able to receive this Email at this ollow the instructions within that email.
STEP TWO

“fiou must print and complete the PersonalSign 2 Pro Agreement:
[FPRINT AGREEMENT - FersonalSign 2 Fre|
STEP THREE

“fou must take the completed PersonalSign 3 Pro Ag
example Driving License, Passport, or Mational |0
sign

STEP FOUR:

‘When you have visited your Local Vetting Agent and they have signed your PersonalSign 3 Pro
Agresment, please fax it or ask them to fax it to GlobalSign, using one of the numbers shown on the

ment in person, with 3 copy of your Photo 1D (for
rd) to your selected Local Vietting Agent for them to

form.

tion completes your icath ign will then complete the Vetting of your order, and notify you when
your certificat




VERIFICATION STEPS

1 - APPROVE THE CERTIFICATE APPLICATION

An approval email was sent to the email address you entered in the Certificate Identity Details. Click
the link in the email to approve the certificate application.

- Subject: |Order ID PC201102216526 Globalsign Personalsign 3 <Pro> - Approve Application |
Dear Customer, E’;@
An application for a PersonalSign 3 <Pro> Certificate has been placed with GlobalSign for John Smith (GlobalSign) and Order ID PC201102216526.

In order for GlobalSign to issue the Certificate, the email address must be validated. Please follow the below link to choose to APPROVE or NOT

APPROVE the application.

Only if you approve the application will the Certificate be issued. 3
Make sure your browser address bar contains the complete unbroken URL.

For your information, the Applicant has provided the following details:

ContactName : Smith - John

Applicant Email Address : mailinfo@globalsign.coml

If you have any questions about this application, please contact us using the details below.

Kind Regards,

Globalsign Support Team -

This will take you to the approver webpage. Simply click “l approve” to approve the application.

@ Globalsign.
|

. APPROVE or DO NOT APPROVE Certificate Application

#n application for a PersonalSign 3 <Pro> Certficate for Lila A Kee (GMO GlobalSign inc ) has been
focened

issue the Certficate. the right of the applicantto apply for the Certiicate must de

during the ordering process

ew e

nen

* Click | APPROVE 10 authorizo the order, or;
* Click | DO NOT APPROVE 10 reject the order, the Certificate WILL NOT be issued.

Please contact support YD

URL: hitp Savww
E-mail. gup

gn All rights reserved



The following screen confirms that you have completed Step 1 of the verification process.

o GlobalSign.

[ Tank you, you have APPROVED the Certificate Application

The Email Approval step ofthe vetting process for your PersonalSign 3 =Pro= Cerificate for Lila A
Kee (GMO GlobalSign Inc.) and Order ID PC201103037121 has been APPROVED.

For GlobalSign products that require only Email Approval, the Certificate will shortly be issued. For
GlobalSign products that require additional vetting steps, a vetting agent will ensure they are
completed as soon as possible. You do not need to do anything else atthis stage, you will be

contacted if required.

Flease contact support if you require further assistance.

URL: hitp:/fwww. globalsign.comisupport
E-mail: support@alobalsign.com

lobalSign All righ

2 — PRINT AND COMPLETE THE AGREEMENT

Simply write your exact legal name, sign and date. Please note that the name needs to be the name

of the person that the Certificate will be issued to.

PersonalSign3 Pro Digital ID Request

Certificate Details

Order Number PC201 103037054
Product PersonalSign 2 Pro
Common name John Smith

Contact e-mail address mailinf ign.com
o —ation Name -

State or Province, Locality Kent, Maidstons
Country GB
Contact Details

Title, Contact Name John Smith

Phone number 01822 768 T66

Contact e-mail address @globalsign.com
Address House, Sandling Road
State, Postal Code Kent, ME142LP
Country United Kingdom - GB
Company code

I, the undsrsigned, confirm | that have read and agres to the GlobalSign Subseriber Agrasment for PersonalSign 3
Pro, 1.5 ble from http:/iwww. g an.comirepasitory), that the pro ta is complete and comect and

that | wil report any modif tly to ClobalSign. -
Title :
Requester Legal Name [Prin@
Signature :

Take this form to your chosen Local Vetting Agent (LVA) with your Photo ID.
Photo |10 may be Passport, National | card, Driving License
Your Chosen Agent is the Chambers of Commerce (http:ify

tion of this data immed

w.cri. be)

Declaration by LVA
| confirm that;

+1 have met John Smith and have seen their Photo 1D.

+the Photo D is that of John Smith

+the signature on this form is the applicant's and it matches that on the Phato 1D
4 my seal to it, and to this form.

copied their Photo 1D
ntative Name (Frint) ;
LVA Signature

When completed, FAX to:

Europe: +3216 79 52 30
United Kingdom: +44 1622 235389
United States: 617 830 0779

Remember to include:
+ This Form
- Acopy of your Photo 1D such as Passport, Photo |D or Driving License

- Acopy of your Company's Certificate of Incorporation




3 - VISIT YOUR LOCAL VETTING AGENT

Take your signed agreement as well as a copy of your photo ID to your local vetting agent for them
to sign:

Declaration by LVA
| confimm that;

= | have met John Smith and have s=en their Photo 1D.

- the Phote 1D is that of John Smith

- the signature on this form is the applicant’s and it matches that on the Photo [D.

* | have copied their Photo D and haye sdded it—=nd iz form.
LVA Representative Name (Prst]
LWA Signaturs

4 — FAX THE SIGNED FORM TO GLOBALSIGN

Please use the fax number shown at the bottom of the Agreement.



CERTIFICATE INSTALLATION

Once GlobalSign has vetted your application, your Certificate will be issued and ready to be picked
up.

Follow the link in your email to download and install your Certificate:

Subject: |Certm(ate Download Ready - PC201103037094: PersonalSign 3 Pro Certificate for John Smith ‘

b &

Please note that this e-mail is automatically sent from a noreply mailbox.
To contact GlobalSign please use the Contact Details at the foot of this email.

Dear John Smith,
Your PersonalSign 3 Pro Certificate is now ready for collection. Please follow the Pickup & Install instructions below.

This email includes details about your order, your account and also how to contact us should you need assistance. We suggest that you keep a copy for future
reference.

YOUR ORDER INFORMATION

Order Number: PC201102037094
Product Type: PersonalSign 3 Pro
Cert Common Name:  John Smith
Validity Period:  1year

HOW TO PICK UP & INSTALL YOUR CERTIFICATE

You must complete this process on the machine from which you intend to use the Certificate.

* Windows 2000 & XP Users: We recommend you use the Internet Explorer
or Firefox browsers.

* Windows Vista Users: We recommend you do NOT use Internet Explorer.
Please use Firefox (available free of charge from www.mozilla.com) to
complete the process. If you have to use Internet Explorer, please click
on the link below for detailed instructions on preparing the browser:
www.globalsign.com/support/keygen/microsoft.php

Click on the link below to initiate the Certificate generation and
installation process.

https://system.globalsign.com/pc/public/certificate /install. do?p=5e831bd 2668d9d8d 256342528534 240e b722c97

Make sure the above TR TS TTHT = - dRactath chiratirrkei

= = necessary.

If you experience any problems during Certificate pickup and installation,
please contact Technical Support using the contact details below.

DOWNLOAD YOUR CERTIFICATE

Enter your pick-up Password, this is the Password you entered during the application process. Click
Next.

[} GlobalSign Certificate Ce.. 5
C' | & Globalsign Inc [US] https://system.globalsign.com/pc/public/certificate/install.do?p=5d422a04b4da189963 2643825867 200daecafd

[) Activity Alert - Sport.. [A)" Adobe Marketplace .. ¢2) Boston [*) CharlesRiver GirlsH.. [ Coach ScottMcDon... [] CustomizeLinks [4\" Digitally signing Ad.. [{\" Digitally

o GlobalSign. Technical Supp

TEL|US+1877775 EMEA +32 16 891900 | UK +44 1

Install Certificate

You will now go through the Certificate generation and installation process.
Note that if you continue on this computer, your Certificate will be installed on this computer.

Step One: Enter your Pickup Password

Your Pickup Password will have been set by the applicant during the application

Enter the Pickup Password ta continue.

Forgotten the Pickup Password? Contact Suppertimmediately far assistance.

10



Establish a minimum 12 character passphrase that will be needed to install your Certificate and
keys into your browser. Read the Subscriber Agreement and tick the box to confirm you agree

with its terms.

I [ GlobalSign Certficate Ce... | &
- C | B GlobaiSign Inc [US]| hitps://system.globalsign.com/pc/pub
) Activity Alert - Sport... [V Adobe Marketplace .. () Boston ) Charles River Girls

@ clobalsign. P

Certificate Password (re-enter] ==

] »

GlobalSign Subscriber Agreement for PeraonalSign Certificates (EMEA)

Version 1.5
PLEASE READ THIS AGREEMENT CRREFULLY BEFURE USING THE DIGITAL CERTIFICATE ISSUED TO YOU OR

This GlobalSign PersonalSign riber Agreepent ("Agresment”) i3 effective a3 of the date
GlobalSign C3S i3 incorporated by reference hereto and is availsble at waw.globalsign.com/r

Definitions

) THE SUSSCRIBER AGREEMENT

TTEX Hlext 20ain and do not close the browser, the procass may take 2 few seconds.

Please click Next and wait D5

Click “Download my Certificate”

[ Glabatsign Certficat &
€ C |8 Glob

) Activity Alert - Sport

o GlobalSign. LIS e

Install Certificate

Install your Digital Certificate and the Intermediate CA Certificates

« [Us] https://system.globalsign.com/pc/publ
I Adobe Muketplace... () Boston ['] Charles Rive Girs H...

[ Conch Scott MeDen... [ Customize Links '3 Digtallysigning Ad... " Digit

2| EMEA +32 16 891900 | UK +44 1

Your Cerificate nas been generated. click e Download My Certificate buon ta Gownload e Cemficate onlo your computer.

We have detected that you are nof using Internet Explorer,
Ccermncate.

Click the Download My Certficate buttan to download your Certificate:

‘Downioad My Certific o

What to do next.
viewthe Product Guide support pages for instrucbons an how o use your Certiicate

Naw you have your Certficate plaase
> Goto Product Guide pages

INSTALL YOUR CERTIFICATE

Use the Wizard to import your Certificate to your browser.

11



Certificate Import Wizard @

Welcome to the Certificate Import
Wizard
b This wizard helps you copy certificates, certificate trust

{ lists, and certificate revocation lists from your disk to a
- certificate store.
A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections, A certificate store is the system area where
certificates are kept.

To continue, click Next,

s .
Certificate Import Wizard ﬂ

File to Import
Specify the file you want to import. |

File name:

Browse...

MNote: More than one certificate can be stored in & single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)

Microsoft Serialized Certificate Store {,55T)

Learn more about certificate file formats

[ <Eack l[ Mext > ] D Cancel

Enter the 12 character certificate passphrase that was established in Step 1 and tick off “Mark this
key as exportable....” If you wish to be able to export the PS3 certificate and its corresponding
private key for use on a different machine or for back-up purposes.

- .
Certificate Import Wizard ﬁ

Password

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[ Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

this key as exportable, This will allow you to back up or transport your
efs at a later time,

[7] Include all extended properties.

Learn more about protecting private keys

[ (Ear( l[ Mext = JD Cancel




Certificate Import Wizard M

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

) Automatically select the certificate store based on the type of certificate
() Place all certificates in the following store
Certificate store:

Browse...

Learn more about certificate stores

< Back (” Next = ][)Cam:el ]

Click Finish to complete the import.

>
Certificate Import Wizard E

Completing the Certificate Import
Wizard

/: | The certificate will be imported after you dick Finish.
7

o You have specified the following settings:

Ll R ] Automatically determined by t

Content PFX
File Name Ci\Wsers\Liz\Downloads PC 20

[ <Backk“ Finish ],P Cancel I

Your Certificate has successfully been imported and is ready to use!

Certificate Import Wizard u

The import was successful.
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